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ERINHA is a Rl of biocontainment laboratories which is
specialized in infectious disease research

ex. Ebola, Nipah, Marburg, Crimean

Congo Hemorrhagic Fever High Risk Microbes
ex. HIV, HIN1 Influenza,
Yersinia pestis, Rabies

ex. Influenza, Hepatitis,
Salmonella, Measles, Mumps

ex. Non pathogenic E. coli, Low Risk
nonpathogenic bacteria BSL‘1 Microbes

Biocontainment laboratories:

- Unique buildings with complex engineering systems maintaining ‘containment’
- Increased personnel and information security

- Nationally and internationally regulated
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e Sensitive data: concept of risk

) 4 points considering possible community “Risks”
* Economical risks

Interference with security programs / tools

Misappropriation of knowledge and data (for instance to build a weapon)

Terrorism (plan and access to hospital, stadium...)

Environmental sensitive data

* Endangering coveted and scarce resources (including relocalisable data)

Personal data

* Endangering pearson (including re-identifiable data)
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Sensitive data: Main types

Personal Data: Information that can identify an individual (e.g., name,
address, date of birth).

Health Data: Medical records, genetic data, health conditions.

Location Data: Geographical information that can trace individual
movements.

Confidential Business Data: Proprietary business information, trade secrets.

Sensitive Government Data: Classified or restricted government
information.

Cultural and Archaeological Data: Information that could harm or exploit
cultural heritage sites and communities.
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Sensitivity in the Context of
FAIR Data Sharing

Findability: Ensuring sensitive
data is discoverable without
compromising privacy.
Accessibility: Balancing open
access with necessary
restrictions.

Interoperability: Harmonizing
standards for sensitive data
across platforms.

Reusability: Ensuring sensitive
data can be reused responsibly

and ethically. 5
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Challenges and Mitigation Strategies

Challenges:

e Privacy breaches and data misuse.
e Ethical concerns and legal compliance.
e Technical barriers in secure data sharing.

Mitigation Strategies:

e Anonymization and pseudonymization techniques.
e Secure data access protocols and data governance frameworks.
e Collaboration with ethics boards and legal teams.
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Sensitivity in the Context of
- FAIR Data Sharing : challenges

Findability: Ensuring sensitive
data is discoverable without e Risk of exposing sensitive information through metadata.

. . . e Difficulty in indexing sensitive data while preserving confidentiality.
compromising privacy.

Accessibility: Balancing open e Balancing the need for open access with the protection of
access with necessary sensitive information.

. .. e Navigating legal and ethical restrictions on data access.
restrictions.
Interoperability: Harmonizing e Inconsistent standards and protocols across different institutions
standards for sensitive data and jurisdictions.

e Technical and organisational barriers to integrating sensitive data

across platforms. from diverse sources.

Reusability: Ensuring sensitive | | | N 3

dat b d ibl e Ensuring data is reusable without compromising sensitive
ata can be reused responsibly Dformation.

and ethically. e Difficulty in maintaining data integrity and relevance over time.
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Sensitivity in the Context of
FAIR Data Sharing : mitigations?

) Findability:
o

Controlled Vocabularies and Ontologies: Classify data using standardized
terms without revealing sensitive details.

e Metadata Encryption and Access Controls: Encrypt metadata and implement
strict access controls to prevent unauthorized access.

Accessibility:

e Tiered Access Levels: Create different access levels based on user roles and
credentials to control who can see sensitive data.

e Secure Data Access Platforms: Develop platforms with strong authentication

and authorization mechanisms to ensure secure access.
Interoperability:

e Adoption of Common Standards: Encourage the use of shared standards and
frameworks (e.g., GDPR) to ensure consistency and compliance.

e Interoperable Data Formats and APIs: Use standardized data formats and
APls that support secure and efficient data exchange between systems.

Reusability:

e Anonymization and Pseudonymization Techniques: Apply techniques to
anonymize or pseudonymize data to protect identities while maintaining data
utility.

e Clear Data Usage Policies: Develop and enforce policies that guide secondary

users on how to handle and use sensitive data responsibly. 3
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= . Sensitive data within biocontainment

laboratories

e

Type of Data Examples Protected?

Building Information  Equipment location; Yes; institution specific
IT network controlling equipment; Type
of decontamination;

Personnel Names; knowledge; access to facility Yes; institution specific

Inventory Quantity, quality, and location of Yes; institution specific; required (by
pathogens stored in laboratory international treaty) to be protected

Procedures and How are pathogens handled? Depends. Methods may be published

Scientific Methods

Data and Results Data generated by experimentation Depends. Data and results may be published
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e

Type of Data Examples Protected?

iIding Information  Equipment location; Yes; institution specific

IT network controlling equipment; Type
of decontamination;

Personnel

Inventory Quantity, quality, and location of Yes; institution specific; required (by
pathogens stored in laboratory international treaty) to be protected

Procedures and How are pathogens handled? Depends. Methods may be published
Scientific Methods

Data and Results Data generated by experimentation Depends. Data and results may be published
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